Category Descriptions and Qualifications

Number Title

1. Program Manager
2. Task Manager
3 Systems Engineer - Senior
4, Systems Engineer - Middle
5. Systems Engineer - Junior
6 Open Systems Engineer - Principal
7 Open Systems Engineer - Senior
8 Open Systems Engineer - Middle
9 Open Systems Engineer - Junior

10. Telecommunications Electronics Engineer - Senior
11. Telecommunications Electronics Engineer - Middle
12. Telecommunications Electronics Engineer - Junior
13. Information Engineer - Principal

14. Information Engineer - Senior

15. Information Engineer - Middle

16. Information Engineer - Junior

17. Functional Area Analyst - Senior

18. Functional Area Analyst - Middle

19. Functional Area Analyst - Junior

20. Computer Scientist/Systems Analyst - Senior

21. Computer Scientist/Systems Analyst - Middle

22. Computer Scientist/Systems Analyst - Junior

23. Computer Security Systems Engineer - Senior

24, Computer Security Systems Engineer - Middle

25. Computer Security Systems Engineer - Junior

26. Computer Security Systems Engineer — Technician
27. Software Engineer - Senior

28. Software Engineer - Middle

29. Software Engineer - Junior

30. System Programmer - Senior

31. System Programmer - Middle

32. System Programmer - Junior

33. General Scientific Professional - Senior

34. General Scientific Professional - Middle

35. General Scientific Professional - Junior

36. General Management Professional - Senior
37. General Management Professional - Middle
38. General Management Professional - Junior
39. Technician

40. Administrative Assistant - High Skill



41. Administrative Assistant - Medium Skill

42. Administrative Assistant - Low Skill
43. Database Administrator

44, Database System Operator - Senior
45, Database System Operator - Junior
46. Security Professional/Facility Security Officer
47. Operations Support Assistant

48. Operations Support Coordinator

49, Business Process Engineer - Principal
50. Business Process Engineer - Senior
51. Business Process Engineer - Middle
52. Cost Anayst

53. Electronic Meeting Technographer
54. Training Specialist - Senior

55. Training Specialist - Junior

56. Help Desk Manager

57. Help Desk Specialist

58. Installation Technician - Senior

59. Installation Technician - Junior

60. System Administrator

61. System Operator

62. Network Manager

63. Network Technician

64. Repair Technician - Senior

65. Repair Technician - Junior

66. Quality Assurance Manager

67. Quality Assurance Analyst

Labor Category Descriptions

The Labor Category descriptions describe the general skills, knowledge and/or tasks that
aperson may be required to have or perform. When alternate qualifications are alowed
for alabor category, the degree fields and experience referred to are the degree fields or
subjects and experience in the general description or primary qualification for that |abor
category. For example, all widget operators may be required to be able to install, operate
and maintain blue, black and green widgets with at |east one year of specialized
experience operating widgets connected to alocal areanetwork. A senior widget
operator isrequired to have at least an associate degree in widget operation, mathematics,
computer science or arelated field with at least four years of experiencein the field and
oneyearof specalized experience.If the alternate quali¢ation is a bawlor’'s degree
with two years &perience andre year of specializedxperience,lien the baleelor’s
degree must also be indget operation, mathematics, compuggence,or a related
field and the tw years experience must be in the area of instgplperatig and
maintainirg blue, black andreen widjets with the specialized experience lgaimthe



operation of widgets connected to alocal network
Program Manager

Description: Serves as the contractor’s Contract Manager, and shall be the contractor’s
authorized point of contact with the government Contracting Officer (KO) and the
Contracting Officer's Representative (COR). Interfaces with government management
personnel, contract managers, and customer agency representatives. Responsible for
formulating and enforcing work standards, assigning contractor schedules, reviewing
work quality, communicating policies, purposes, and goals of the organization to
subordinates. Shall be available to manage contract performance and shall not servein
any other capacity under this contract. Experience is required in complete engineering
project development from inception to deployment. Proven expertise in the management
and control of funds and resources must also be shown. The Program Manager shall also
have demonstrated capability in the overall management of multi-task contracts of this
type and/or complexity.

Quadlifications:

Category 1, Program Manager: Must possess a bachelor’s degree in afield applicable to
this position, i.e., Computer Science, Information Systems, Engineering, Business, or
other related scientific or technical discipline. Ten years of progressively more
responsible experience is required in both information systems design and management.
Alternative qualification: a master’s giee nay be substituted for ongear of this
experience.

Task Manager

Description: Serves as the contractor's Task Manager, and shall be the contractor's
authorized point of contact with the governt Task Manager. Uer the guidace of

the Program Manager, responsible for thierall management of a specif Delivery
Order,or, in the cae of particulaly complex Delivey Orders, responsible for
management of a Delivery Order Tasklenthe guidace of the Delivey Order Task
Manager Interfaces with geernment maagement personnel, contract managers, and
customer agecy represematives. Responsible foofmulating and erdrcing work
standards, aggning contractor dwedules, resewing work guality, communicatig

policies, purposes, and goals loé torganization to subordinates. The Task Manager shall
also have demonstead capabitly in the overall management of complex tasks, and
strorg team buildirg skills.

Quialifications:

Categry 2, Task Maager: Must possesdacheobr's degree in adld applicable to this
position, i.e., Computer Sciendeformation Systems, Engieering, Business, or other
related seentific or techical discipline. Te years ofprogressivéy more responsible
experience is requed in both informatiosystems dagn and management. Altetive
qualifications include (a) a master’s degnegy be substituted for tavyears of this



experience, or (b) no degreeis required with fifteen years of progressively responsible
experience.

Systems Engineers

Description: Performs professional engineering assignments in support of C4l systems
engineering efforts in one or more of the following disciplines. communications
engineering, electronic engineering, communications security, network anaysis, ,
interoperability analysis, system standards, military operations (ground, sea, and air),
program analysis, program planning, cost analysis.

Quadlifications:

Cate@ry 3, Systems Bgineer — Senior: Must possess auatted degree in electriaad
electronic egineerng, computer sciece, computermgineerng or system engieering
related area with at leasght years experience in that field. Fiyears of this work
experience must be dirdgtrelated to the abowdescription. Alternte qualifications
include (a) a Ph.D. ay be substituted for tavyears related experience or (b) a
bachelor’s degree with at least yi€ars &perience.

Categry 4, Systems Bgineer — Middle: Must possess a bachelor's degree in electrical or
electronic egineerng, computer scice, computermgineerng or system agineerng

related area with at leaStyears &perience in that field. Tavyears of this work

experience must be dirdgtrelated to the abowdescription. Alternge qualifications

include (a) a masterderee naybe substituted for ongear of related experience, or(b)

an associatdegree with at leasteyears &perience direty related to the abee

description.

Categry 5, Systems Bgineer —Junior: Must possess a bachelor's degree in etator
electronic egineerng, computer scie, computermgineerng or system engneerng
related area with at leaktyear of &perience in that field. Alternategification: an
associate degree in electrical or electrongimeerng with at least ight years &perience
of which at least for years are related.

OpenSystems Bgineers

Description: Applies software, hardware, and déads infomation technolgy skills in
the andysis, specification, development, integration and acquisition of ystems for
DoD information processq(IP) applications. Familiar with standards-based open
systems architectures, referencedeig, and profilesf standards (such asshEEE
POSIX Open Systems Environment (OSE) reference model) ag apgy to the
implementation and specificatiof ® solutions on the application platfn, across the
application pogram interface (Rl), and to the x@ernal enironment/software
application. Performs pfessional agineerng assgnments in support of4T systems
ergineerirg efforts in one or more of the followgrdisciplines: communications
enghneerng, communications sectyj network anbysis, , command and control mission
andysis, intergerability andysis, system standards, militaioperations (groundea, and



air), program analysis, program planning, cost analysis. Knowledgeable of COTS
products and methods that can be acquired to provide interoperable, portable, and
scal eable information technology solutions. Performs analysis and validation of reusable
software/hardware components to ensure the integration of these components into
interoperable IP designs. Designs and maintains message format and symbology
databases which provide real time updates to fielded systems. Experienced with and
familiar with current research and/or standardsin at least two of the following

technol ogy/standards areas: POSIX, GOSIP, GUI, Ada/4GL, CASE, object oriented
technologies, DBMS, SQL, IRDS (repository), ODA/ODIF, CALS/EDI, DCE,
simulation and modeling, automated systems security, software metrics/system
effectiveness measures/tools, multimedia, on-line transaction processing (OLTP), and
distributed computing.

Quadlifications:

Category 6, Principal Open Systems Engineer: Must possess a Ph.D. in ascientific or
information systems field and at |east 10 years experience in the information
systems/software engineering/system engineering field. Must be experienced with and
familiar with current research and/or standardsin at least three of the following
technology, standards areas: POSIX, GOSIP, GUI, Ada/4GL, CASE, object oriented
technologies, OPENbus, DBMS, SQL, IRDS (repository), ODA/ODIF, CALS/EDI,
DCE, simulation and modeling, automated systems security, software metrics/system
effectiveness measures/tools, multimedia, OLTP, distributed computing, and
process/datalBCA modeling methods and tools. Alternate qualification: advanced degree
in above fieldsand at least 12 years experience in the information systems field.

Category 7, Open Systems Engineer — Senior: Must possess an advanced degree in a
scientific field or information systems/system engineering related area and at least eight
years experience in the information systems/software engineering field. Must be familiar
with current research and/or standards in at least two of the following
technology/standards areas: POSIX, GOSIP, GUI, Ada,/4GL, CASE, object oriented
technologies, OPENbus, DBMS, SQL, IRDS (repository), ODA/ODIF, CALS/EDI,
simulation and modeling, automated systems security, software metrics/system
effectiveness measures/tools, multimedia, OLTP, distributed computing, and
process/data/BCA modeling methods and tools. Alternate qualifications include (a) a
bachelor's degree in a related field and at least 10 years experience in the information
systems/software engineering field, or (b) a Ph.D. may be substituted for two years
experience.

Category 8, Open Systems Engineer — Middle: Must possess a bachelor's degree in a
scientific field or information systems/system engineering related area and at least 5 years
experience in the information systems/software engineering field, with participation in an
information technology standards working group desired. Must be familiar with current
research and/or standards in at least two of the following technology/standards areas:
POSIX, GOSIP, GUI, Ada/4GL, CASE, object oriented technologies, OPENbus, DBMS,
SQL, IRDS (repository), ODA/ODIF, CALS/EDI, , simulation and modeling, automated
systems security, software metrics/system effectiveness measure/tools, multimedia,



OLTP, distributed computing, and process/data/BCA modeling methods and tools.
Alternate qualifications include (a) a master’s degree maybe substituted for one year of
related &perience, or (b) eadelor’'s degree with at leastght years &perience direty
related to the alve description.

Categry 9, OpenSystems Bgineer —Junior: Must possess a bachelor's degree in a
scientific field or inbrmationsystemssgystem agineerng rdated area and at least one
year of &perience in thelevelopment or maint@nce of standards-g&d opersystems
applications, and/or integed hardware/software informatispstems. Alternge
qualification: an associate degree with at least sgighats &perienceof which at least
four years are fated.

Telecommunications Electras Engineers

Description: Performs pfessional agineerng assggnments in support of
telecommunications @meerirg efforts in one or more of the followgrdisciplines:
satellite communications, transmissegystems, fiber optic communications, switched
networks, networknanagemenr controlsystems.

Qualifications:

Categry 10, Telecommunications Electronicedineer — Senior: Must possess an
advanced degree in electrical, electronicsystems agineering with at leastight years
experience in that field. Fe years of this work>gerience must be dirdgtrelaed to the
above description. Alternateugjifications include (a) Bachebr's degree in a related
field and at least@years &perience in the imrmationsystems/software enggering
field, or (b) a Ph.D. my be substituted for tavyears &perience.

Categry 11, Telecommunications Electronicedineer — Middle: Must possess a
bachelor’s degree in electrical, electronmssystems @gineering with at least five
years &perience in that field. Tw yearsof this work eperience must be dirdgtrelated
to the above description. Alternateatjfications include (a) a mes's degree ay be
substituted for ongear of réated experience, or (b) a Ph.Daynbe substituted for two
years gperience.

Categry 12, Telecommunications Electronicedineer —Junior. Must possess a
bachelor’s degree in electrical, electronmssystems @gineering with at least @nyear
of experience in thatiéld. Alternate galification: an assciate degree in electrical,
electronics osystems engieerng with at leastightyears &perience of which at least
four years are fated.

Information Ehgineers

Description: Applies an organization-wide set of disciplines for taerpng, anbysis,
design, and con

struction of informationystems on an entprise-wide basis or across a magactorof
the enterprise. Performs en



terprise strategic systems planning, enterprise information planning and business area
anaysis. Performs process and data modeling in support of the planning and analysis
efforts using both manual and automated (Integrated Computer-Aided Software
Engineering (ICASE)) tools. Develops and applies organization-wide information
models for use in designing and building integrated, shared software and database
management systems. Assistsin establishing standards for information systems
procedures. Applies reverse engi

neering and reengineering disciplines to develop migration strategies and planning
documents. Experienceisaso re

quired in information systems development, functional and data requirements analysis,
systems analysis and design, program

ming, program design and documentation preparation.

Qualifications:

Category 13, Principal Information Engineer: Must possess a Ph.D. in Information
Systems, Information Technology, Computer Science or similar technical discipline and
at least 10 years experience in the information systems field. Alternate qualification:
advanced degree in above fields and at least 12 years experience in the information
systemsfield.

Cate@ry 14, Information Engneer — Senior: Must possess an advanced degree in either
a scientific fieldor an MBA and at leastight years &perience in the information

systems field. Alternate qualifications include (a) a Ph.By be substituted for two

years &periance, or (b) or a bdelors degree, in a retd field, and at leasOlyears
experience in the informatiosystems field.

Categry 15, Information Engneer — Middle: Must possess a bacheldegree in a
scientific field or Business Administration and with at least figars experience in the
informationsystems field. Alternateulification include (a) anaster's degremay be
substituted for ongears expeence, or (b) an assates degree in a relataeltl with
minimum of eght years of exper

ience in the infanation g/stems field.

Categry 16, Information Engneer —Junior: Must possess a bacheloegree in a
scientific field or Business Administration and at least O-

5 years gperience in the infomationsystems field. Alternateiglifications include (a)

an associatedegree in a related field with minimum ofy8arsof exper

ience in the infanation ystems field, or (b) no degree is required with a minimum of six
years of &perience in the imrmationsystems field.

Functional Area Aaysts

Description: Applies argtical skills to support process imprawent, studies and
andysisprojects.Typical duties include atgsis, plannmg, establishment of
requirements, foctional modelingdevelopment of pcedures, deelopment of
functional architectures, and other relatedhagement and technical duties. Requires



expertise in specialty areas. Experiencein or related to military medicine or genera
health careis highly desirable.

Quadlifications:

Categry 17, Functional Area Anbyst — Senior: Must possess awvagceddegree and at
least eightyears &perience in the functional areas of Human Resources, Medical,
Reserve Components,nance, PocurementMateriel Management, or @l. Advanced
professional militay education in one of the primafunctional areas above isghly
desirable. Alternate qualifications include (a) a Ph.D. dagegebe substituted for two
years experi

ence, or (b) dadelors degree and at leagtylears functional experience

Cate@ry 18, Functional Area Anbyst — Middle: Must possess a bator’'s degree and
at least fie years gperience in the functional areas of Hnan Resources, Medical,
Reserve Components,nance, PocurementMateriel Management, or @l. Advanced
professional militay education in one of the primafunctional areas above isghly
desirable. Alternate qualifications include (a) an advancegekderay be substituted for
oneyear of experience, or (b) an associatgrele (or havig equivalent militay or other
professional egcational credits) with a minimum of 1@ears of functional>gerience.

Categry 19, Functional Area Anbyst —Junior: Must possess: a bachelor’'s degree and
at least (b years &perience in the functional areas of Human Reses, Medical,
Reserve Components,nance, PocurementMateriel Management, or @l. Alternate
gualification: an associate gtee (or havig equivdent military or other professional
educational credits) with a minimum of thngears of functional experience.

Computer ScientistSystems Anbysts

Description: Performs pfessional asgnments in the general arediscomputer

hardware anddftware such as: ahgsis of computesystems, praicols, computer
operations, interfacegrogrammng and déabase strcturing and management,
evaluation of computer test plans andgadures. Trandl@s user automation
requirements into hdware, software, and communications requirements and solutions.
Work may require expertise in the followgrareas:

1. 4@, ohject oriented, client server techagy (e.g., Visual Basic, C++, efc

2. Database&chnobgy (eg., SQ., ODBMS, RDBMS (&g., INFORMIX, MS
ACCESS, ODBQ))

3. Network eratng Systems (WFW3.11, Windows 95, Windows NT, DN
NOVELL, Solaris, etg

4. Electronic publishing tools, techniques, and environments (Folio Views, MS WOSA,
etc.)



5. Internet Web technol ogy

6. Mainframe Operating Systems (AMDAHL/IBM MV S)

7. Mainframe 3GL, 4GL Technology (COBOL/COBOL |1, ADS/0)
8. Mainframe Database Technology (CA IDMYS)

Qualifications:

Categry 20, Computer Scienti€ystems Andyst — Senior: Must possess an athed
degree in Computer Sciee InformationSystems, or other direlst relaed discipline,
with at least eighyears &perience in the areas ofpertise identified above. (a) a Ph.D.
may be substituted for tavyears experience, or (b) a bachelorgree, in a rkated field,
and at least@years &perience in the informatiosystems field.

Categry 21, Computer Scienti€ystems Andyst — Middle: Must possess a bachelor’s
degree in Computer Sciee InformationSystems or other direbt related discipline,

with at least fie years &perience in the areas ofpertise identified above. fdrnate
gualifications include (a) a mastedayree naybe substituted for ongear of related
experience, or (b) an associakegree with at leasight years of relatedxgperience.

Categry 22, Computer Scienti€ystems Andyst —Junior: Must possess a bachelor's
degree in Computer Sciee InformationSystems, or other direlst relaed discipline,
with at least oayear of eperience in the areas okpertise identified abae. Altemate
gualifications include: (a) an assate degree with at leasgét years &perience of
which at least fouyears are retad or, p) no degree with at least tgaars &perience
directy related to the abowdescription.

Computer Secuty Systems Bgineers

Description: Andyzes and defines sectyrirequiranents for Multilevel Secuty (MLS)
issues. Designs, develops, engineers, and implements solutMhsStoequirements.
Gathers, organizes technicaldmhation about an organization's mission goalsrastls,
existing secuty products, and mgoing programs in theMLS arena. This professiaal
level contains mgineerssystem deggners, installation planners and technicians.
Supervisoy experience ger InformationSystem Secuty Engineers or equivalent staff
categoy. Experience in Seare LAN and Seare Client/Server distributed gressing
environments. ¥perience in mainframe compustems to include CA Top Secret
andIDMS/IDD. Experience in two or moref the following disciplines: Secuny
Requirements Ardgsis, TestingCertification and Accreditation.>®erience in BD
5200.28-STD, DoD Trusted Computgystem Evaluation Criteria (Onge Book), and
the supplemental NSA Guidelinesh@Rainbow Series). Bgressivéy more responsible
experience innformationSystems Searity Engineerng or related
Engineerig/Computer Science activities.

Qualifications:



Categry 23, Computer Secuy Systems Engneer — Senior: Must va a Ph.D. in
Electrical Ehgineerig, Information Sciencdnformation Systems, Computer Science,
Physics, Math, or other Techral/Scientific discipline and at leasght yearsof directy
related &perience in defining computer sectyirequirements forilgh level applications,
evaluation of aproved secuty product capabilities, and deloping solutions té1LS
problems.

Alternate qualifications include (a) an advanced degree with at legstif&perience,
or (b) or a baleelors degree, in a retd field, and akteast P years &perience in the
informationsystems field.

Cate@ry 24, Computer Secuy Systems Engneer— Middle: Must have an Adweed
degree in Eectrical Engneerng, Information SciencdnformationSystems, Computer
Science, Bysics, Math, or other Teckoal/Scientific discipline and at least sigars of
direcly related experience in dgsing, ergineerirg, and implementig solutions to
computer saarity requiranents. Alternate uplifications include (a) a Ph.D.aypbe
substituted for twgears &perience, or (b) or a bdelors degree, in a retd field, and at
least 10years &perience in the computer secayriield.

Categry 25, Computer Secuy Systems Engneer —Junior: Must have a bachelor’s
degree in Eectrical Engneerng, Information SciencdnformationSystems, Computer
Science, Bysics, Math, or other Teckoal/Scientific discipline and at least twears of
direcly related experience in dgsing, ergineerirg, and implementig solutions to
computer sadrity requiranents. Alternate uplifications include: (a) an advanced
degreemay be substituted for tavyears experience or (b) an associagrekewith at
least sixyears of relatedxperence.

Cate@ry 26, Computer Secuy Systems Engieer — Technician: Must have an
Associates degree imBineerng, Computer Science, tmformation Science with at
least five years insystems anbysis, deggn, and implementation and to include at least 3
years of diredy related experience in instalgnmaintainirg, or operatig MLS systems.
Must be familiar with the "Orage Bodk" and the "Rainbow" seriesf standards. Must be
knowledgeablef MLS products such as Verdix BEAN, SUnOSMLS, AT&T System
V/IMLS, HFSI XTS-200, CMW, Gemini, and Trusted X&ni Alternate qualifications
include (a) a bachelor’'s degreeynbe substituted for tavyears experience or (b) no
degree with at leasight years &perience direty related to thelaove decription.

Software Bgineers

Description: Manages and/or performs the validation andicatidn of reusable
software components and otheftware development artifacts for erytinto the oD
Software ReusRepositoy. Manageshe implementation of and dggss software tools
and subystems to support software reuse and domaitysisaManages software
development and support ngiformal gecifications, data flow diagrams or other
commony acceped design techniques, and computer aided softwaieeering (CASE)
tools. Estimates software development cost and sbieokeseeirg software
configuration management, interpreting software requirements anghdgsecifications,



managing/performing independent verification and validation, managing/performing
dataintegrity assurance, managing integration and software test activities.

Must have experience managing or performing software engineering activities. Work
may require expertise in the following areas:

1. 3GL and 4GL programming languages (e.g., Ada, C, C++, COBOL, SAS,
ADS-On-Line, €etc.)

2. 4GL, object-oriented, client-server development tools (Visual Basic, etc.)

3. Database technology (e.g., SQL, ODBMS, RDBMS (e.g., INFORMIX, MS
ACCESS, FOCUS, ODBC))

4. Network Operating System environments (Windows NT, UNIX, etc.)

5. Electronic publishing tools, techniques, and environments (Folio Views, MS
WOSA, etc.)

6. Internet Web Technology, such as design and implementation of Web pages
and servers.

Qualifications:

Categry 27, Software Bgineer — Senior: Must possess an adeddegree in Computer
Science or a software related discipline, and at legistt years experience in the
software agineering field. Altenate qualifications include (a) a Ph.Dayrbe
substituted for twyears &perience, or (b) or a baelors degree, in a re&d field, and at
least 10years &perience.

Categry 28, Software Bgineer — Middle: Must possess a balor's degree in Computer
Science or a software related discipline, and at leasyéars &perience in the software
engineerirg field. Alternate qualifications include (a)rastels degreenaybe substituted
for one year of related>gerience, or (b)an assate degree with at leasgatyears of
related &perience.

Categry 29, Software Bgineer —Junior: Must possess a bachelor's degree in Computer
Science or a software related discipline, and at le&stedrs &perience in the software
engheerng field. Alternate galifications include (a) an associakegree and at least 3
years &perience, or (b) no degree is required with at l&agtars &perience.

System Programmers

Description: Develops amat/ maintains operatingystems, communications software,
database packages, compilers, assemblers, and pitdgrams. Modifies existig and
credes special grpose software and ensusystems efficerncy and integriy. Analyzes
systems requements andesign pecifications. Develops block diagrams aagit flow



charts. Trangdlates detailed design into computer software. Tests, debugs, and refines the
computer software to produce the required product. Prepares required documentation,
including project plans, software program and user documentation. Enhances software to
reduce operating time or improve efficiency. Provides technical direction to less
experienced programmers. Experience in ADP system analysis and programming and
utilizing major concepts of application programming on large-scal e database
management systems. Knowledge of state-of-the-art computer equipment and high level
computer languages. Experience in applications development under MIL-STD-498 and a
software engineering environment (SEE) that integrates at least two of Ada, CASE toals,
relational/object-oriented DBMSS, repository/data dictionary, optical-imaging/large-scale
mass storage technology, and client/server networks is desired.

Qualifications:

Categry 30, System Programmer — Senior: An advanced gatgldegree in Computer
Science or related sty and at leastight years &perience insystem anbysis and
programmig. Requres project plannip technical writig, and verbal/presé¢ation
skills. Alternate qualifications include (a) a Ph.Cayrbe substituted for tavyears
experience, or (b) or a bbaelors degree, in a reé&d field, and at leasOlyears
experience.

Categry 31, System Programmer — Middle: A bachelaftgree in a field applicable to
this position, i.e., Computer ScienteformationSystems, Bgineering, and at least 5
years experience system anbysis and prgrammirg. Alternae qualifications include
(a) amaster's degremaybe substituted for ongearof related eperience, or ( an
associate degree with at leaigjte years of relatedxgerience..

Cate@ry 32,System Programmer dunior: A bachelor'slegree in a field applicable to
this position, i.e., Computer ScienteformationSystems, Bgineering, and at least 0-5
years experience system anbysis and prgrammirg. Alternae qualifications include

(a) an associatdegree and at lea8tyears &perience, orlf) no degree is required with at
least Syears @&perience.

General Scientific Professionals

Description: This categg includes professional scientific occupations not otherwise
covered. Thespersons performralytical work in support ofystems agineerng or
plannirg activities. Such occupations include: Operations Researdy#tna
Mathematician, Pysicist, Statistician. ¥pical duties will involve asgnments similar to
those of theSystem Egineer but where a scientifigjgert is neded.

Qualifications:

Categry 33, General Scientific Pofessional — Senior: Must possess an advadegtee
in such disciplines as Electrioad Electronc Engineerng; Computer Scigce,
InformationSystems, Pissics, Statistics, Mathematics orialfl otherwise related to the
areaof expertise to be supportedhd@ candidate must also have at leaghteyears
experience in the specific discipline in which the advanced dégiebeen dained.



Alternate qualificationsinclude (a) aPh.D. may be substituted for two years experience,
or (b) or abachelors degree, in arelated field, and at least 10 years experience.

Categry 34, General Scientific Pofessional — Middle: Must possess a baatldegree

in such disciplines as Electrioad Electronc Engineerng, Computer Scigce,
InformationSystems, Pissics, Statistics, Mathematics or fields otherwisetegldo the
areaof expertise to be supportedh& candidate must also have at |éagtars

experience in the specific discipline in which the degree has been obtained. Alternate
gualifications include (a) a mastedayree nay be substituted for ongear of related
experience, oran assate degree with at leasgat yearsof related eperience.

Categry 35, Gaeral Scientific Pofessional <Junior: Must possess a bachelor's degree
in such disciplines as Electrioad Electronc Engineerng, Computer Scigce,
InformationSystems, Pirsics, Statistics, Mathematics or fields otherwisetegldo the
areaof expertise to be supportedhd@ candidate must also have at least 1-5 years of
experience in the specific discipline in which the degree has been obtained. Alternate
gualifications include (a) a mastedayree nay be substituted for ongear of related
experience or (b) an associate’s degree in the above fields with at least eight years
experience.

General Management Professionals

Description: This categg includes professional ocpations which perform
management workush as: Déa Management, Busess Manageent/Program Control,
Cost Variance Angsis, General Maagement, Procurement Strggeand Andysis.
Typical duties include amgsis, planmg, establishment of requiremendsyelopment of
procedures and other redd management and technical duties. Requiesrése in
specialy areas. Experience in olaged to militay medcine orgeneral health care is
desirable.

Quialifications:

Categry 36, Geeral Management Professional — Senior: Must possess am@ehva
degree plus at leasight years &perience in the area Iogi supprted. That the advanced
degree is direty relaed to the support areas identified above is desirable natter
gualifications include (a) a Ph.D.anbe substituted for tavyears experience, or (b) or a
bachelorglegree, in a related field, and at least 10 yegoem@ace.

Categry 37, Geeral Management Professional — Middle: Must possess hebarts
degree plus at leaStyears &perience in the ardaeing supprted. That thelegree is
directy related to the suppt areas identified above is desir@bAlternde qualifications
include (a) a masterdagree naybe substituted for ongear of related experience, or (b).
an associatdegree with at leasight years of related>xgerience.

Categry 38, Geeral Management Professionalunior: Must possess a bachelor's
degree plus at leastSlyears &perience in the arebeing supported. fiat the degree is
directy related to the suppt areas identified above is desi@bAlternde qualifications



include (&) amaster’s degree may be substituted for one year of related experience, or (b)
an associate degree with at least 5 years experience.

Technician

Description: Performs entry to mid-level professional technical engineering tasks under
the supervision of a Senior Engineer.

Qualifications:

Categry 39, Techician: Must have an Associate’s Degragdar) with a majoor
acalemic emphasis in ela@cal engineerng, mathematics computerisoce, ophysical
sciences with a minimum of two)(2ears experience in their professional field. Alternate
gualification: High School Diploma or GED with threg {&ars of pecific experience.

Administrative Assistants
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Description: This professionaMel includes clerical personnel, administrative sms
personnel, illustrator/graphigersonnel, technical editors, acctamts, bookkeepers,
librarians, technical writers and technical publications personnel who have a minimum of
two (2) years &perience in their field.

Qualifications:

Cate@ry 40, Administrative Support — High Skill: Must have an asgeadegree (or its
equivalent as evideedby two yearsof applicable college courses) higher. Must hae

at least twoyears &perience in administrativigping, technicatyping, and usig word
processig equipment. Eperience with computer graphics or computer terminals can be
used as substitute for experience with word procgegjuipment. Alternate

gualification: a Hgh School Diploma (or ED) and fou years of applicablexperience.

Catayory 41, Administrative Support — Medium Skill: Must have ghtschool diploma

(or GED). Must have at least twears experience in filgitechniques, administrative
typing, and usig word processg equipment. kEperience with computer graphics or
computer terminals can be used as substitute for experience with word processing
equipment. Alternate qualtiation: an assoate’s degree (or its equivalent as evidenced
by two years of applicable college uses) and at least eyear of experience.

Cate@ry 42, Administrative Support Eow Skill: Must have a high school diploma (or
GED). Must have a though knowlelge of English grammarsyntax, spelling,
punctuation, and abbreviation. Must have at leastear experience in filing
techniques and administratityging. Altenate qualification: an associate’s degree (
its equivalent as evidencég two years of applicable college csas).

Databas&ystem Persarel

Description: Ensures efficienperation of a multicomputer site that supports database
administration, databaseahysis,database repogroduction, data dictionary



administration, and system development, by local and remote users. Computer sites may
include mainframes (running software such as IDMS, SQL) as well as microcomputers.
Coordinates system resource availability with database analysts, system and application
programmers, and other users. Provides advice and assistance to users on equipment
operation, to include data communications. Ensures site compliance with electronic and
physical security procedures and standards.

Quadlifications:

Cate@ry 43, Datdbase Administrator: Must have a bachelatlegree in or rated to
information technalgy or computer science and a combination of additional technical
experience/edcation diredty related to the alv@ description totaling seve years.
Alternate qualification: an advancedgdee nay be substituted for tavyears experience.

Categry 44, Datdbase Syem Operator — Senior: Must have a hsghool diploma (or
the equivalent), and a combination of additional technixadeence/edication diredty
related to the above slEiption totalirg at least siyears. Alternate qualifications (a) an
associate’'slegree (or its equivant as evideced by tvo years of applicable college
courses) and at least tergears of &perienceor (b) a babelor’'s degree and at least two
years gperience.

Cate@ry 45, Datdbase Syem Operator Junior: Must have a higschool diploma (or
the equivalent), and a combination of additional technixad¢eence/edication diredty
related to the above sliption totalirg at least two (Ryears.

Securty Professional/Faciljt Securly Officer

Description: Anbyzes, defines and establishes sdgyyolicy and pocedures to meet
Nationallndustrial Secuty Program (NSP) requirements for facilities ocaegd by
multiple prime contractors and ihéeam members. Gathers and organizes technical
information about facility missions andrittions; designs staard practicgrocedires to
satisk the requirenents of the NSP, the Cognizant SectyriAgercy (CSA) and the
Government ContractgActivity (GCA). Ovesees all aspects of sedyrwithin the
facility. Experience in the followng disciplines is neceary: Facility Securiy Officer
functions, £IF Managementnformation Systems Secury, SAP Secuty, Information
Securty, Physical Secuty, Personnel Seuxity, Secury Training, and Secuty Suwveys.

Quialifications:

Cate@ry 46, Secutly Professioal/Facility Security Officer: Must possess an Associates
Degree in a relevant majonch as Computer Sciencelsaw Enforcement, or Business
Administration, be certified as a FagjliSecuriy Officer (FSO)by the Defense
Investigative Service ([3), have compted technical trainigin at least two or of the
securty disciplines listed in the description above from either the DoD Sgdnsititute

or other recgnized and accredited institutions and have at leayesiss of diredy

related secuty experience in a large work force environment. Alternate qaatibns:
either (a) a bachelor’s degreayrbe substituted for tavyears of experience or (b) two
years experience ay be substituted for the assate’s degree.



Operations Support

Category 47, Operations Support Assistant: Performs avariety of support services such
as operation of reproduction equipment to produce large volumes of documents, courier
service and mail service, etc. Must have a high school diploma (or GED equivalent).
Must have at least one year of directly related experience.

Category 48, Operations Support Coordinator: Coordinates and directs a variety of
support services such as use of reproduction equipment, scheduling maintenance for
equipment, scheduling courier runs, ensuring approved security practices are applied
relative to document control and scheduling and ensuring efficient operation of
conference facilities. Must have a high school diploma (or GED equivalent). Must have
at least three years of directly related experience.

Business Process Engineers
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Description: Applies process improvement and reengineering methodol ogies and
principles to conduct process modernization projects. Responsible for effective
transitioning of existing project teams, and the facilitation of project teamsin the
accomplishment of project activities and objectives. Provides group facilitation,
interviewing, training and provides additional forms of knowledge transfer. Coordinates
between multiple project teams to ensure enterprise-wide integration of reengineering
efforts. Includes activity and data modeling, devel oping modern business methods,
identifying best practices, and creating and assessing performance measurements.
Experiencein or related to military medicine or genera health care is desirable.

Specialized experience may include: facilitation, training, methodology development and
evaluation, process reengineering across all phases, identifying best practices, change
management, business process improvement, business management techniques,
organizational development, activity and data modeling, or information system
development methods.

Qualifications:

Cate@ry 49, Business Bcess Bgineer - Principal: Master’'s degree in computer
science, infrmationsystems, agineering, business, education, managementses,
human resources or other iteld discipline and at leasitght years &perienceof which at
least six must be specialized. Alternate qualifications include (a) with a PlyPasi of
general xperienceof which at least four must be specialized, or (b) with a backel
degree 0 years of geeral experience of which at least eight must be specialized.

Categry 50, Business Bress Bgineer - Senior: Bdwelor'sdegree in computer
science, infrmationsystems, agineerng, business, education, managemeninseig,
human resources or other iteld discipline and at least siears &perience of which at
least four must be spiadized. Alternate quali€ations include (a) with an aanced
degree foryears of generabperience of which at least three must be specialized) or (



with no degree must have at least 10 years of general experience of which at least six
must be specialized.

Categry 51, Business Bress Bgineer - Middle: Bakelor's degree in computer
science, inbrmationsystems, agineerng, business, education, managemeninseig,
human resources or other iteld discipline and at least &éyears &perience of wich at
least three must be specialized. Alternate qualifications include (a) with an advanced
degreeliree yearsof general &perience of which at least two must be specialized, (b)
with an associatdegree at least siears &perience of wich at least for years must be
specialized, or (c) with no degree must have at leght years of geeral experience of
which at least 6 must be spaized.

Business Process Support

Categry 52, Cost anlgst: Performs Foctional Economic Aalysis (FEA) to evaluate
the costs of alternativeays to accomplish functional objectives. The FEA states
investment costs, benefits and risks astechange to the factional baseline cost, the
cost of doiig business now and in the future. Ensures that cross-functyoisaidurty
and other integration issues are addressed. Qualifications: bactetpgs in
computer sciece, informatiorsystems, agineering, business, accoungior other related
discipline with at least figyears generabgerience of with at least three years must be
specialized. Specializedgerience incldes demonstratedkperience in providig
technical and financial justifications and cost/benefityses. Alternge qualifications
include (a) an athnceddegree with at least tw years &perience of which at least two
years are specialized, or (b) an asdeaiegree with at least eigygars general
experience of which at least spears are specialized.

Categry 53, Electroic Meetng Techrogragher: Supports meeiy facilitator or data
modeler in prparing and condcting meetings and in meetg follow-up activities.
Manipulates on-line electronic memgisoftware for business magineering or pocess
improvement sessions. Catalogs, maintains and distributes customer session data files.
Specialized eperience includes: crossrittional computer skills, knowtige of LAN

servers, data modetinfacilitating, or previous techrgsapher positions. Qualifications:
Badhelor's degree in computer sence, inbrmationsystems, @gineering, business,
education, management swes, lglish, communications, human resocesor other

related discipline and at least targears &perience of which at least one must be
specialized. Alternate quéctations include (a) an associakegree with fie years
experience of which at least two must be specialized, or (b) with no degree must have at
least seve years of generalxperience of which at least four must Ipedalized.

Training Specialists

Description: Conducts reseancbcesary to develop and re\ge trainhg couses and
prepares appmiate training catalgs. Deelops instructor matals such as aose
outline, bakground materl, and traimg aids. Develops student materiatis as carse
manuals, workbooks, handouts, completion certificates amdearitique forms. Trains



personnel by conducting formal classroom courses, workshops, seminars and/or
computer-based or aided training. Coordinates for additional subject matter experts to
participate in training as needed.

Qualifications:

Categry 54, Trainng Specalist - Senior: Bauaelor'sdegree in ay field with at least
seven years generabgperience of which at leastye must be traimg-rdated. Altenate
gualifications include (a) with an eanceddegree sixyears of &perience of which at
least four must be training-related, or (b)degree is required with Iy@ears general
experience of which at least eight is traugnrelated.

Categry 55, Trainng Specalist -Junior: Bachelor'slegree in ay field with at least
four years generabgerience of whch at least two must be trangtrelated. Alternate
qualifications include (a) with an eanceddegree tw years of &perience of which at
least one must be training-related, or (b) no degree is requirediglittyears geeral
experience of which at least six is training-related.

Help Desk Support

Description: Provide phone andpe+son support to users in the areas of electronic mail,
directories, staslard Windows desktop applications, and applications developed or
depbyed under this contract. (Help desk personraf be trained after award oew
applications developed or depéd urder this contract.) ¥perience in Ardahl

mainframe applications is desirable.

Quialifications:

Cate@ry 56, Help Desk Manager: Baglor's degree in computer so@e, information
systems, agineerig, business or other rédal discipline with at least seven years general
experience of which at least five must be specialized. Speciatpedience includes:
management of help desks in a multi-server environment, gemant of help desks in a
mainframe environment, comensive knowldge of PC operatingystems, knowldge

of networking and electronienail. Alternate galifications include (a) with an advanced
degree siyearsof experience of which at least four must Ipecalized, or (b) ndegree

Is required with te yearsgeneral experience of which at leagghe is specialized.

Categry 57, Help Desk Specialist: Associates degree in comput@icsci@fomation
systems, agineerng, business or other rédal discipline with at least feyears general
experience of which at least three must be specialized. Speciatizedence incldes:
work on a helglesk, knowléelge of PC operatig systems, knowldge ofmainframe
operatng systems, knowldge of networking and electroic mail. Alternate
gualifications include (a) with a bachelodsgree thre years of gaeral experienceof
which at least two must be spalized, or (b) with no degree must have at leastrse
years of generalxperience of which at least five must be specialized.

Installation Support



Category 58, Installation Technician, Senior: Organizes and directs hardware and
network installations. Assesses and documents current site network configuration and
user requirements. Designs and optimizes network topologies. Anayzes and develops
new hardware requirements and prepares specifications for hardware acquisitions.

Directs and leads preparation of engineering plans and site installation technical design
packages. Develops hardware installation schedules. Mobilizes installation team.

Directs and leads preparation of drawings documenting configuration changes at each
site. Prepares site installation and test reports. Coordinates post installation operations
and maintenance support. Qualifications: High school diplomawith eight years
experience of which at least six must specialized. Specialized experience includes:
supervision of installation technicians, analysis, design and installation of computer based
systems, analysis, design and installation of local and wide area nets, and analysis and
installation of communications systems. Alternate qualificationsinclude (a) an
associate’slegree with seveyears &perienceof which at least fie years is specialized,
or (b) abachebr’s degree with fie years &perience of which at least three years is
specialized.

Categry 59, Installation Techitian -Junior: Conducts site surye. Asesses and
documents current site networkn€iguration and ser requirements. Designs and
optimizes network topologies. Alyaes and deelops new hardware requirements and
prepares speciations forhardware acquisitions. Preparegmeering plans and site
installation technical desigrackages. Develops hdware installation schedules.
Preparesirawings docimenting conifguration tianges at each site. Prepares site
installation and test report$nstalls and comfjures computers, communications devices
and peripheral equipmentnstalls netwrk hardware. Qualifications: High school
diploma with fiveyears &perience of which at least three must specialized. Specialized
experience includes: ahis, design and installation of compubasedsystems,

andysis, design and installation of local areats (LANS), pecialized interconect cable
design ad fabrication, and malysis and installation of communicatiogstems.

Alternate gualifications include (a) an associatie'gree with fouyears &perienceof
which at least tw years is specialized, dp)(abachelor’'s degree with three years
experience of which at leasheyear is specialized

System Operations

Categoy 60, System Administrator: Supervises and manages thg aeiivities of
configuration and peration of business/stems which ray be mini or client/server
based. Optimizesystem operation and regwe utilization, and pesfms g/stem
capady andysis and planmg. Provides assistance to users in acogssid usig
businessystems. Qualifications: Bhelor'sdegree in computer snce, information
systems, agineerng, business or other réda discipline with at least four years
experience of which at least three must be specialixpdreence in administrarty UNIX
or opensystems compliargystems or AMDAH./IBM mainframesystems. Alternate
qualifications include (a) admaeddegree with threyearsof experience of which at
least two must be specialized, or (b)degree is required with at leasglet years of
experience of which at least spears is specialized.



Category 61, System Operator: Monitors and supports computer processing.

Coordinates, input, output and file media. Distributes output and controls computer
operation. Qualifications: Associate’s degree in computensgjenormationsystems,
enghneerng, business or otherleged discipline with at least tregears &perience of
which at least two must be spalized eperience in operating UX or open-gstems
compliant computesystems or a multi-server local area network ar ywars experience
in operating AMDAH_/IBM mainframehardware to includechedulng, job processing,
and production operations. Alternatgatifications include (a) bachelor’s degree with
two years of &perienceof which at least one must be specialized, or (b) no degree is
required with at least sewgears of &perienceof which at least fie years is specialized.

Network Manager

Description: Evaluates t@ork and communications hardware and software,
troubleshoot$ AN/MAN/WAN and other néwork related problems, providéschnical
expertise for performance and cagiration ofnetworks, Performs general
LAN/MAN/WAN administration, provides technickdadership in the integration and test
of complex large scale computer integrated oeta; Schedules ceersions and
cutovers. Overseewtwork cortrol center. Supervises maintexaof systems.
coordinates with all responsiblears and sites. Supervises staff.

Qualifications:

Categry 62, Network Manager: A Balelor's Degree in Computer Scienteformation
Systems, Bgineerng, Business or other reédad discipline. This position requires
minimum severyears &perience of which fig years must be spedized. Specialized
experience includeprotocol andysis, knowlelge of G5l protocols. EKperience with
ATM, frame reby, other knowlelge with bridges, routers, gatays, FDO, and UNX,
NOVELL, mainframgIBM compatible) or Windows operatirsgstems. Spealized
experience also inclles: supervisinge operation and maintemze of communications
networksystems which ray bemainframe, mini or client/servelbased. General
experience includes all aspects of communications networks ptannstallation and
support. Alternate qualifations include (a) with a Master’s degree e of the abee
fields five years generalxperience of which at least thegears is spealized, or (b) no
degree is required with at leastvade years generalgperience of wich at least nine
years is spealized.

Network Technician

Description: An&éyzes network characteristics ge.traffic, connect time, transmission
speeds, pa&et sizes and throught) and recommends gurement, removals and
modifications to network components. Dp®s and optimizes network topoleg and
site configirations. Plans installations, transitions, and cutovers ofanketvomponents
and capabilities. Evaluates network and communications hardware and software,
troubleshootd AN/MAN/WAN and other néwork related problems, ammrforms
generalLAN/MAN/WAN administration.



Qualifications:

Cate@ry 63, Netvwork Techncian: A Batelor's Degree in Computer Science,
InformationSystems, Engineer@ Business or other related discipline. This position
requires a minimum of fiayears experience, of which at least three must be specialized
experience in oner more of he following areas: communications software,
communications hardware, oetwork deggn, installation and support. Alternate
gualifications include (a) with a Master’s degree in ohihe abwe fields thre years

general xperienceof which at least twgears is specialized, or (b) degree is required
with at least eighyears generalxperience of which at least Bwears is spealized

Repair Support

Description: Responds to user help calls referreddyelp Desk. Diagnoses end-user
equipment problemdnstalls and relcates ed-userdevices. Rpairs and services end-
user equipment. Perims boardevel maintenace andswap out of component partsrf
ADPE , including PCs, printers, plotters, etc. Performs tests to localem®ohsing
diagnostic software and electronic test equipmenpalR&replaces bken or non-
functional parts that prevent proper operation oflmaaal dewces. Tests ADPE to
validate functionaty. Installs/reloctes hadware and software at a dgsated location
and assists users with initial operatinstructions. Adds or exchges externady
connected PC accesses and data communications equipment. Troubleshoots
LAN’s/WAN'’s and providegroblem resolution for PC and tdacommunications
hardware. Adds or replaces boards, batteries, diskssgiand other PC components.
Installs cabling for LANs, WAN’s, etc. Attaches, detachesxohagesLAN cabling to
workstations, serveragtwork devces, telecommunications and data communications
equipment. Works independént

Qualifications:

Cate@ry 64, Repair Technician - Senior: Associate’s degree or equivalent
military/industy technical training inlectronic equipment repeor a related field. At

least five years @&perience in the area troubleshooting and maintemze of ADP

equipment (&., severs, personal computers, laptops, minicomputers, printers, monitors,
modems, etc.). Alteate qualification: High school diploma or GED and at leagite
years &perience in troubleshoatiy and mainteanceof ADP equipment.

Cate@ry 65, Repair TechnicianJunior: High school diploma and at least thyears
experience in the area troubleshootig and mainteanceof ADP equipment (g.,
serverspersonal computers, laptops, minicomputers, printers, monitors, modems, etc.).
Alternate qualification: associate’s degree or equivalent nyflitetusty technical

training in electronic equipment repaira relatedikeld and at least @year of

experience.

Quality Assurance

Categry 66, Qualiy Assuraice Manager



Description: Establishes and maintains a process for eval uating software and
associated documentation. Determines the resources required for quality control.
Maintains the level of quality throughout the software life cycle. Conducts formal and
informal reviews at pre-determined points throughout the development life cycle.
Provides daily supervision and direction to staff.

Quialifications: Bachelor’s degree in compugeience, informatiorsystems,
engneerng, business or otherleged discipline. Minimum of eiglyears &perience, of
which at least fie years must bepecialized. Specializedkperiencemncludes:
configuration management, veigation and validation, software tegjiand integration,
software meics and their application to software qixakssessment. Alternate
gualifications include (a) with an @anceddegree at least siears of gperienceof
which at least fouyears must be specialized, or (b) with an asdeaegree required at
least 10yearsof experience of which at leastght years are specialized.

Cate@ry 67, Qualiy Assurance Analyst

Description: Provides technical and administrative direction for personnel
performing softwaredevelopment tasks, inclualy review of workproducts or
correctness, derence to the degn concept, user standards and business rules, refziew
program documeation to assure government standards and requirementsharectb,
and for pogress in accalance with schedules. Coordinates with Prdiéahager and/or
quality assurancenanager to insure problems are resolved to user’s satisfaction. Makes
recommendations, if needed, forpapval of majorsystems installations. Prepares
milestone status reports and deliesfpresentations @ystem concepts.

Qualifications: Bachelor’s degree in compuggience, informatiorsystems,
enghneering, business or otherleged discipline. Minimum of siyears &perience, of
which at least thieyears must be specialized. Specializgoegience includes: nalysis
and design of business applications on comgystems ér large-scale computerdata
base management, use of graammirg languages such as Ada or a4@r use of
DBMS. Alternde qualifications include (a) with an adwad degree at leastuioyears
of general gperience of which at least two are Spdized, or (b) with an associate
degree at leasight years of generalxperience of which at least syears are
specialized.





